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Abstract: Traditional honeypot deployment schemes suffer from issues such as poor dynamic adaptability and insuffi-
cient trapping capability when confronting increasingly complex network environments. Based on the CIC-IDS-2017 at-
tack dataset, a multi-type dynamic honeypot deployment scheme was proposed integrating the Stackelberg game and
deep Q-network (DQN). First, by conducting time-state modeling on attack behaviors to capture their temporal evolution-
ary characteristics, and combining this modeling with Markov prediction, the prediction of unknown attacks was
achieved. Secondly, considering the differences in deployment costs and trapping capabilities among different types of
honeypots (low-interaction, medium-interaction, high-interaction, and mimic honeypots), a comprehensive utility func-
tion that integrated offensive and defensive benefits was designed. Finally, through the dynamic switching of the leading
role in the Stackelberg game and DQN-based strategy optimization, optimal deployment under fixed resource constraints
was realized, which further enhanced the dynamic adaptability of the strategy. Simulation results demonstrate that the
proposed scheme can effectively cope with the temporal evolution of attack behaviors, provide an optimal honeypot de-
ployment scheme under fixed resource constraints, and improve the adaptability of the defense system. Specifically, the
scheme achieves a trapping success rate of 96% for temporal attacks (in the case of mimic honeypots), the defense utility
is 35% higher than that of traditional schemes, and it can dynamically adapt to multi-type attack scenarios.
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